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Az informacio-biztonsag alapelvei

Security

Availability
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Az loT-rendszerek rétegei
— egy ,velemeény” a sok kozul

Application Layer

Data Processing Layer

Sensors and Actuators Layer
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Fenyegetések és védelmi stratég

Layer

Threat type

Mitigation

Physical

Tampering

tamper-resistant packaging

Eavesdropping

encryption, authorization

Denial of Service

spread-spectrum techniques

Networking

Exhaustion

Collision

Unfairness

Spoofing

Selective forwarding

Sinkhole

Wormhole

Sybil

Flooding

active firewalls,

passive monitoring (probing),
traffic admission control,
bi-directional link autentication

Data
processing

Exhaustion

traffic monitoring

Malware

malware detection

Application

Client app.

anti-virus filtering

Communication
Integrity testing
Modifications validation

Multi-user access

process planning and design

Data access

Traceability
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Infrastructure level DoS Frequency

ACK B 2016 02
B 2016 04

CHARGEN
DNS

NTP

SNMP
SSDP

SYNM

TCP Anom
TFTF Flood
UDF Flood
LDP Fragment
RIP

= Other
infrastructure
Layer DDoS

Gya kO r| D DOS (4.42%)

®m Application Layer

tamadastipusok DDOS (1.2%)
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AAA

e Authentikacio

- Az-e, akinek mondja magat
(username/password)

e Authorizacio

- Van-e jogosultsaga ekkor ezt tenni

(adott felhasznald hozzaférési/valtoztatasi jogosultsaganak
kezelése)

* Accounting
- mit, mennyit, hogyan, mennyiért csinalt
(szamlazas, adatnyilvantartas)
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Cerfificate-alapu Authorizacid

e A folyamat

User enters private-key
password. Directory Server

< 4

S5L Connection Server authorizes

access for
authenticated identity.

Client sends certificate
and evidence across
network.

@ Server uses certificate and
evidence to authenticate
Client retrieves private-key and uses it the user's identity.

to create “evidence" (digital signature).

from oracle.com loT keretrendszerek és ipari alkalmazasaik 5
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Certificate-alapu Authorizacio

e Miket ellenorziink?

— Has the Digital Certificate been issued/signed by a
Trusted CA?

— Is the Certificate Expired — checks both the start
and end dates

— Has the Certificate been revoked? (Could be OCSP
or CRL check)

— Has the client provided proof of possession?
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from oracle.com

Root CA
| |
Asia CA Europe CA USA CA
|
| |
Marketing Engineering
Sales CA CA CA

[] Subordinate CA

v

Certilicate
Issued by
Engineering CA

loT keretrendszerek és ipari alkalmazdasaik

Certificate Authority: the hierarchy
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Certificate Authority: the Chain of Trust

Root CA \

CA Certificate
Signed by
Self

Asia CA Europe CA USACA
|
e . I
Sales GA Marchiiing Engineering

[] Trusted Authority
[] Untrusted Authority

IE

L

Certificate
Issued by
Engineering CA

Certificate

CA Cerlificate
Signed by
Root CA

CA Certificate
Signed by
USA CA

5
SmartComlab



A & A in Arrowhead

* Authentication
— |dentity verification (at System wake-up)

e Authorization

— Admission control (new device wakes up in an
Arrowhead Cloud)

— Static access rights management (are you entitled to
use that?)

 Admission control: transactional aspects; at the
Service Provider (!)
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Certificate Handling in Arrowhead

@

Local Cloud Master
Certificate

Local Cloud Master
Certificate

Service

Authorisation
Authorisation :
System Q Arrowhead B Tl
Syst Sy‘. General Sy;tgm —
Cer)'/tsiﬁecr:te Certificate\ ~ Certificate Gatekeeper Certificate
Gatekeeper System
Q WeR'D ol )
@ System : [ @
oo Network System
Certificate Certificatg

System

Certifi
ertificate Network Manager
Manager =
System Certificate
Certificate
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Certificate Hierarchy in Arrowhead

Arrowhead
General
Certificate

g

Local Cloud Master

Certificate
System 5
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Service
Consumer
I

Service
Registr

|

I

L—Submit Service Request—»|

Authorization System

Authorization Token handling in Arrowhead

<—-—--- Orchestration-————--— '

I
F

Access Rights Token Token Service
Orchestrator ) ey e .
Managlement gener;atlon valldlatlon PrO\{lder
| | | I |
| | | I |
| | I |
| | I |
% s I I | I
Authentication of | | | |
| | I |
Consumer | | | |
I [ [ I |
Orchestration Process ) : Orchestration : : : :
| | | I |
¢ | | | I |
I i | | I |
——>| [ | I |
Matchmaking : : : :
| >| | I |
I
A | | | |
' : Issue Authorization token ' : :
: (Consumer - Service - Provider) : : :
| <—————- Authorization Token————— - I |
L | | I |
Compiling : : | |
Orchestration Form : :
I |
! I |
Call Service (with authorization token) | g
:< <optional>— TOken
=TT T 2! validation




The Gatekeeper Services

Global Service Discovery

Initiated by the Orchestrator

* To localize, where we can find
an appropriate Service Provider

Gatekeeper

Gatekeeper

System

Gatekeeper

System

*]

loT keretrendszerek és ipari

Inter-cloud Negotiations
* Configuring and preparing
the servicing instance

Service
Registry

Service

Partnering Cloud Arrowhead Local Cloud

providing Service X Registry A" requesting Service
w X from Cloud ,,B”
1,—

e Gatekeeper
Authorisation P System b
System System L :
e m
|
|
Request for Negotiations :

Reques tonl"estru ion {Service X)

o for Negotiations
<
'_("mr« ugraphy wnth ase t Arrowhead Framework

protocol negotiations

"

I
: of Services tdl consume
Authenticate Uc{ud A”

|

|

|

|

1

|

|

I

I

|

|

|

I
1
g
|
—

Chec‘ung auihonzatlﬂn
for in’er-cloud serwcmg
(Service X, Cloud ,,

A"lservice protocol negotiation

e (checking translation
Allocate a producer for © | capabilities as well)
the tra :153ction :—-—-1
i E— — ——
Lvstem 2is avai,a ble for Servire:)(
nsert Authoriz%tion info (Servide X @ System 2,:
Service System 1 from Cloud ,,A"1t|me-out) Negotiating additional
Registry i Tickemr System 121 services (logging, QoS, etc.)

frorPl Cloud ,,A” :
Getting Service Discovery info of :
Orchestration System in Cloud ,B” |

|

Creallng

|
|
I
I
|
|
|
I
I
|
|
|
I
I
|
|
|
1
I
|
|
|
I
I
|
i
|
I
I
|
|
|
I
I
I
|
|
I
|
data path :
I
|
|

Packing PII info
intoa Iloken
1

| Issuing token for Cloud ,,»-k.

! End of Negotiations

|
cessingtoken

nd vs‘lntmg
Apuhcmon Eys\em
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